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Abstract This study investigates the recent literature regarding the application of
blockchain in healthcare management. A systematized search methodology was
implemented to identify 129 scientific publications related to blockchain and health-
care management during the period from January 2018 to December 2024 based on
Scopus database. The current study provides an overview of the blockchain tech-
nology in the healthcare sector, with a detailed emphasis on its application in various
domains including electronic health records, patient data security and medical supply
chains management. Moreover, the SWOT analysis provides a strategic assessment
of the internal and external factors influencing the adoption and implementation of
blockchain technology in healthcare. The key findings emphasize the advantages
of blockchain technology in improving the accuracy, openness, and distribution of
data, while also tackling obstacles associated with scalability, regulatory consid-
erations, and compatibility problems. This literature review enhances comprehen-
sion regarding the potential ramifications of blockchain technology on healthcare
administration and provides valuable perspectives for researchers, practitioners, and
policymakers aiming to harness its potential in enhancing healthcare provision and
patient results.

Keywords Blockchain - Healthcare + Electronic health records - Peer to peer -
Internet of medical things

M. Asmar ()

Department of Finance, Faculty of Business & Communication, An-Najah National University,
Nablus, Palestine

e-mail: asmar @najah.edu

Q. I. Tanbour
Master of Business Administration, Faculty of Graduate Studies, An-Najah National University,
Nablus, Palestine

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2027 119
A. M. A. M. Al-Sartawi and A. Ibrahim Nour (eds.), Artificial Intelligence-Driven

Triple Helix Innovation, Studies in Systems, Decision and Control 681,
https://doi.org/10.1007/978-3-032-27683-4_9



120 M. Asmar and Q. I. Tanbour

1 Introduction

Technology’s rapid advancements require organizations to use and embrace tech-
nology in decision-making [1]. Blockchain technology acts as a destructive weapon
with the potential to revolutionize diverse sectors, including healthcare management.
By serving as a secure and decentralized platform for data storage and transac-
tions [2]. Blockchain serves as a hopeful solution to the obstacles encountered by
the healthcare industry concerning data security, interoperability, and transparency
[3]. In healthcare, where safeguarding patient information’s privacy and integrity
reign supreme, blockchain technology stands poised to ensure medical records’
confidentiality and precision.

Previous studies have utilized SWOT analysis for blockchain in healthcare,
predominantly adopting either a descriptive use-case methodology [4] or a patient-
centric conceptual framework [5], without conducting a systematic literature review
or suggesting strategies to address identified weaknesses and threats. This study
addresses the gap by performing recent systematic literature review, categorizing
findings based on SWOT dimensions, and delivering strategic, solution-focused
insights for healthcare management, thus providing both extensive evidence and
practical guidance for policymakers, practitioners, and researchers.

The purpose of this literature review is to critically evaluate current blockchain
technology research in healthcare. This review examines the latest research to show
how blockchain can improve healthcare management, patient outcomes, and health-
care organizations’ daily operations. This study examines the pros, cons, and future
of blockchain technology in healthcare using a systematic literature review. This
literature review examines blockchain technology’s potential to address health-
care management issues like data security, interoperability, and patient privacy.
Blockchain will be reviewed in healthcare applications like electronic health records
management, supply chain oversight, and genomic data handling. This review
examines post-2018 research on blockchain technology in healthcare to find the
latest advances and insights. This literature review also seeks to demonstrate how
blockchain technology improves healthcare data security, transparency, and effi-
ciency. Consider regulatory barriers, interoperability issues, and data management
governance issues to overcome blockchain technology’s limitations in healthcare.
This review examines blockchain technology in healthcare in detail. This will help
us understand its potential impact on the industry and highlight the need for more
research and development.

The primary objective of this literature review is to shed light on the potential
for transformation brought about by blockchain technology in the field of healthcare
management. Additionally, it aims to outline a trajectory for future advancements
in utilizing technology to enhance patient care and improve operational efficiency
within healthcare organizations.
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2 Literature Methodology

The methodology outlines the process for executing a comprehensive literature
review on blockchain technology within the healthcare sector. This analysis exam-
ines fundamental procedures. This study primarily uses the Scopus database, one
of the largest curated abstract and citation databases [6]. With its extensive global
and regional coverage of scientific journals, it serves as a reliable source for system-
atic reviews. To ensure comprehensive coverage of scholarly articles published from
January 2018 to December 2024, a comprehensive search strategy was utilized, incor-
porating precise keywords and Boolean operators such as “blockchain technology,”
“healthcare,” “electronic health records,” “ healthcare supply chain management,”
and “health care data management.” Inclusion criteria were defined to select peer-
reviewed journal articles and conference papers published in English that specifically
focused on blockchain applications in healthcare. The exclusion criteria eliminated
editorials, non-English publications, and studies not pertinent to healthcare manage-
ment or blockchain implementation. The preliminary search results underwent a
triadic screening process: (1) title evaluation, (2) abstract review, and (3) comprehen-
sive text assessment for pertinence and quality. A total of 129 peer-reviewed journal
article were found and examined. The chosen articles were analyzed to identify the
primary themes and conclusions regarding blockchain technology in healthcare. A
quality evaluation was conducted based on methodological rigor, relevance to the
study objectives, and contribution to SWOT categories. The literature review was
segmented into sections addressing electronic health records management, supply
chain management, and healthcare data management. This methodology facilitated a
systematic exposition of the applications and implications of blockchain technology
in healthcare. The review emphasized the potential advantages and disadvantages
of blockchain technology in healthcare. The findings were synthesized based on
SWOT dimensions (strengths, weaknesses, opportunities, and threats), facilitating a
structured and strategic analysis of blockchain adoption in healthcare.

3 Overview of Blockchain Technology

Blockchain technology is a new technology that will add huge value to industries
by offering more reliable solutions to complex business challenges. By its nature,
blockchain is a decentralized and distributed ledger system that serves secure and
transparent transactions without any interaction from intermediaries. A list of trans-
actions is formed into one unit called a block, which is interconnected through cryp-
tographic principles, forming a chain of blocks. A network of participants who each
hold a copy of the entire blockchain maintains this continuous sequence of blocks,
ensuring security and transparency [7, 8]. Blockchain technology’s defining attribute
is its decentralized structure, which removes the need for a central entity to validate
transactions. This feature enhances security and transparency by distributing control
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among network participants. All transactions recorded on the blockchain are visible
to every participant, ensuring transparency and accountability. Once a transaction is
recorded on the blockchain, it becomes unchangeable, making it unable to be edited
or deleted [3]. The integrity of data comes from the concept of cryptographic hashing
of blocks, which makes it tamper-resistant and secure [7].

There exist three distinct types of blockchain, each possessing unique character-
istics and applications: [9, 10]. Firstly, a public blockchain allows anyone to join
the network without the need for verification. Secondly, a private blockchain, offers
greater privacy as it requires trust and verification from anyone seeking to join the
network. The Third Consortium blockchain is a fusion of the preceding blockchain

types.

4 Blockchain Technology in Healthcare

The implementation of blockchain technology in healthcare management presents
numerous significant advantages: Blockchain enables the management of personal
health records by patients and promotes secure protocols for exchanging data. This
enables individuals to exercise control over their health data, ensuring the protec-
tion of privacy and promoting well-informed participation in healthcare decision-
making. Further, the encryption protocols and consensus mechanisms of blockchain
technology align with regulatory frameworks, thereby enhancing data security and
compliance protocols in healthcare settings [11]. Furthermore, the implementation
of blockchain technology has the potential to enhance the accessibility of fragmented
medical data while simultaneously ensuring its security [8]. In addition, smart health-
care ecosystem utilizes blockchain technology to consolidate patient medical records
into a single block, enhancing doctors’ capacity to accurately diagnose patients [8].
The implementation of blockchain technology in drug supply chain management can
improve transparency and traceability of drug overflow, thereby reducing the risk of
inventory leakage and enhancing overall drug safety [12]. Above all, the implementa-
tion of blockchain technology in health insurance can enhance the value of insurance
companies by reducing costs through the elimination of paperwork [13].
Nevertheless, the implementation of blockchain technology in the healthcare
sector is not without its challenges and limitations [8]. Firstly, scalability is a concern
due to the large size of health data and the decentralized nature of blockchain tech-
nology, which leads to the exponential growth of this data [11]. Second, managing
healthcare data on a blockchain is complex, making it difficult to choose the right
network type for blockchain implementation. Third, user Participation: Using this
technology means everyone can access their data. Due to age-related disinterest,
particularly among the elderly and young, this may be difficult. Fourth, consider
regulatory compliance. When using blockchain technology in healthcare, complying
with regulatory obligations like the General Data Protection Regulation (GDPR) is
difficult, especially when protecting the “right to be forgotten” and privacy. Fifth,
privacy/security risks: Blockchain technology improves security, but permissioned



Application of Blockchain Technology in Healthcare Management ... 123

blockchain and strict security protocols are needed to address security vulnerabilities
and protect patient privacy. Sixth, blockchain platforms and healthcare systems must
overcome interoperability issues to integrate smoothly. Above all, privacy concerns
arise despite the secure and private nature of blockchain technology, as there remains
a potential for data breaches and unauthorized access to sensitive patient information
[14].

S Findings from the Literature Review

Blockchain lets patients manage their health data, protect privacy, and participate in
healthcare decisions [15]. Blockchain encryption and consensus protocols improve
healthcare data security and compliance with GDPR and Health Insurance Porta-
bility and Accountability Act (HIPAA) [2]. By tracking products, blockchain can
secure and transparently manage drug supply chains, reducing delays and errors
and combating counterfeit drugs [16]. These use cases show how blockchain tech-
nology can secure, manage, and exchange large amounts of confidential patient data.
Healthcare companies use the technology to verify product authenticity and manage
supply chain costs, labor, and emissions. Blockchain technology enhances health-
care data security and privacy [17]. Decentralization and multiple data storage loca-
tions prevent loss and unauthorized access. Block-stored data is immutable, ensuring
medical record integrity [10]. Blockchain secures data and restricts access to autho-
rized users using advanced cryptography. Multi-party consensus mechanisms authen-
ticate all blockchain changes, reducing unauthorized changes [3]. Smart contracts
enable smart healthcare by reducing medical record fragmentation. Smart contracts
ensure data availability and patient confidentiality by providing time-limited access
to electronic health records [18]. After typing and saving into a block, doctors’
notes, scans, lab results, and medication are medical history and cannot be deleted.
Blockchain provides data and meets healthcare regulations. Compliance and audits
require data source and change information. Patient control lets patients control data
sharing, processing, and use according to privacy laws [2].

Cybersecurity is essential in the interconnected world we inhabit today, where
digital transactions are a fundamental aspect of our daily life [19, 20]. The blockchain
features secure and private healthcare data management, solving some of the
industry’s biggest problems. Decentralized and immutable blockchain technology
disrupts healthcare management with new data management, security, and inter-
operability methods. This technology combined with healthcare infrastructures
promises to streamline procedures, improve data velocity, and improve patient
care [21, 22]. Blockchain has many uses in healthcare interoperability. Decentral-
ized blockchain simplifies data exchange by eliminating third parties. Third-party
elimination speeds transactions and reduces errors and untrusted data. Blockchain
preserves medical data across healthcare providers by preventing corruption [22].
Blockchain’s ability to help patients manage their health records is a major step
toward autonomy. Blockchain technology empowers individuals to control their
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health data, promoting informed healthcare decisions and privacy. The technology’s
encryption and consensus protocols comply with regulations, improving healthcare
data security and compliance [2]. Blockchain, healthcare analytics, and Internet
of Things (IoT) devices enable real-time monitoring, data-driven analytics, and
personalized patient care. Blockchain’s data integrity and security, combined with
IoT devices’ vast data streams, enable healthcare providers to gain comprehen-
sive insights into patient well-being, refine treatment approaches, and optimize
resource allocation to improve healthcare outcomes and predict hazards [12]. Finally,
blockchain could change healthcare delivery, data management, and patient care.
Blockchain’s collaboration and patient-focused approach may improve healthcare,
population health, and lifespan. Blockchain’s ability to solve complex problems and
create a more efficient, transparent, and patient-centered healthcare system is evident
in its digital transformation [13].

Blockchain technology could reduce healthcare costs and increase efficiency.
Blockchain technology reduces administrative workload by decentralizing and
securing healthcare data management [8, 9]. By eliminating intermediaries and
enabling peer-to-peer sharing, blockchain simplifies data access, sharing, and storage.
The result is improved data management, streamlined operations, and lower costs.
By connecting providers, insurers, and patients, blockchain solutions offer hope in
the complex healthcare system. Blockchain’s connected data sharing infrastructure
reduces duplication, promotes care coordination, and reduces errors. Results include
cost savings and improved operational skills, paving the way for a better healthcare
future [13, 21]. Optimized Supply Chain Oversight: Blockchain reduces counterfeit
drugs, helps manage inventory, and improves pharmaceutical regulatory compli-
ance. Drug traceability and authentication using blockchain can improve inventory
control, fraud prevention, and supply chain processes in healthcare [23, 24]. Managed
supply chain Blockchain reduces pharmaceutical counterfeits, improves inventory
management, and boosts regulatory compliance. By using blockchain for drug trace-
ability and authentication, healthcare organizations reduce risks, streamline supply
chains, and save money [23, 24]. Healthcare data is protected from breaches, fraud,
and unauthorized access by blockchain’s immutability and tamper-proof properties.
Healthcare organizations can avoid costly breaches, regulatory fines, and reputation
damage by improving data security and privacy with blockchain technology. Informa-
tion security and compliance saves money [ 12, 25]. Blockchain lets patients send their
health data to healthcare providers, saving time, reducing unnecessary procedures,
optimizing resource allocation, lowering costs, and improving healthcare delivery
[23]. Claims processing, billing, and contract management can be automated with
blockchain smart contracts, reducing manual intervention, errors, and processing
times. Healthcare organizations will save money, improve efficiency, and improve
financial and administrative accuracy with smart contracts for automated workflows
and transactions [18].
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6 The Future of Blockchain Technology in Healthcare Data
Management System

Blockchain technology is set to transform healthcare management data by enhancing
security, interoperability, and efficiency across various healthcare processes. The
integration of blockchain into healthcare systems addresses many challenges faced
by traditional electronic health record (EHR) systems, as highlighted in the four
re-search studies [26, 27]. Information security and privacy are among blockchain’s
biggest benefits. A secure blockchain framework for healthcare records management
systems uses cryptographic methods like hashing and public-private key encryption
to secure patient data, according to research. This dramatically reduces data breaches
and unauthorized access by restricting sensitive data access to authorized parties [28].
The decentralized nature of blockchain eliminates the need for a central authority,
which mitigates the risk of a single point of failure and enhances the overall relia-
bility of the system [28]. Moreover, blockchain technology facilitates seamless inter-
operability and data sharing among healthcare providers. The study on integrating
electronic records of digital healthcare systems demonstrates that blockchain allows
for secure and efficient sharing of patient data across hospitals, clinics, and laborato-
ries. This capability im-proves the coordination and continuity of care, as healthcare
professionals can access comprehensive patient information in real-time [29]. By
streamlining data ex-change, blockchain can reduce inefficiencies and complexi-
ties associated with cur-rent practices, ultimately leading to better-informed clinical
decisions and improved patient outcomes.

In addition to enhancing security and interoperability, blockchain empowers
patients by giving them control over their health data. The research indicates that
patients can own and manage their healthcare records, allowing them to share their
information with healthcare providers of their choice [30, 31]. This level of control
fosters a more patient-centered approach to healthcare, enhancing patient engage-
ment and trust be-tween patients and providers. By enabling patients to manage their
health information, blockchain can lead to better health outcomes and increased
satisfaction with care. The potential applications of blockchain in healthcare extend
beyond EHR management. The study on innovations in hospital management high-
lights that block-chain can be utilized in various areas, such as drug supply chain
management, re-mote patient monitoring, and clinical trials. For instance, blockchain
can enhance the traceability and authenticity of pharmaceuticals, addressing issues
like counterfeiting and ensuring that patients receive safe and effective medications
[29]. Additionally, the integration of blockchain with IoT devices can facilitate real-
time monitoring of patient health data, improving the management of chronic condi-
tions and enhancing patient care [28]. Despite its promising potential, the adoption of
blockchain technology in healthcare faces several challenges. Issues such as security,
privacy concerns, high implementation costs, and the need for interoperability with
existing systems must be addressed to facilitate widespread adoption. Furthermore,
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regulatory frameworks and standards for sharing healthcare data vary across coun-
tries, necessitating careful consideration of these factors to ensure compliance and
effective implementation [28, 31].

7 Discussion and Analysis

The convergence of blockchain technology and healthcare presents a number of
research gaps and potential avenues for future investigation. Blockchain technology
offers strong security, but advanced encryption and privacy-preserving mechanisms
are needed to protect healthcare data. Future research could address evolving cyber-
security threats and regulatory requirements like GDPR and HIPAA [2, 3]. Different
blockchain platforms hinder data flow. Future research should examine blockchain
platform standards and policies to improve data workflow, smart contract interop-
erability, and cross-platform integration for efficient and secure patient data sharing
[32]. Scalability and Performance: blockchain technology’s scalability is a weak-
ness because it grows larger and more complex. Thus, research could investigate
new consensus algorithms, sharing methods, and network optimizations to scale
blockchain solutions in healthcare [18]. It is crucial to adhere to healthcare regu-
lations, such as HIPAA, and understand the legal frameworks concerning data
ownership and consent. Potential areas for future research may involve exploring
the advancement of governance models, smart contracts for regulatory compliance,
and frameworks for auditing and accountability within healthcare systems that are
enabled by blockchain technology [18]. When blockchain technology empowers
patients to manage their medical records, it is crucial that the interface is user-
friendly to ensure efficient management by the patients. Subsequent investigations
may delve into the application of user-centric design principles, tools for managing
patient consent, and decentralized identity solutions as means to augment patient
engagement and foster trust in the management of healthcare data [13]. Blockchain’s
convergence with Artificial Inelegance, IoT, and big data analytics opens up new
healthcare innovation possibilities. Blockchain-enabled predictive analytics, person-
alized medicine, and real-time monitoring could improve patient outcomes in future
studies [32, 33].

SOWT Analysis

Building upon the prior research finding on the integration of blockchain technology
in healthcare, a strategic assessment through a SWOT analysis was conducted as
illustrated in Fig. 1.

This framework will uncover the internal strengths and weaknesses of using
blockchain of blockchain as presented in Table 1, as well as the external oppor-
tunities and threats as presented in Table 2, that shape its potential impact on the
healthcare sector. By exploring these facets, we can gain a deeper understanding
of the landscape for future advancement and identify key areas for targeted inter-
vention and optimization. Exploring these facets will allow us to acquire a more
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Fig. 1 SWOT Analysis of using blockchain technology in healthcare management

in-depth understanding of the landscape for future advancement and will also allow

us to identify key areas that require targeted intervention and optimization.
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Table 1 The Strength and weaknesses of using blockchain technology in healthcare

Strength

Details

References

Data security and privacy

Blockchain’s decentralization, immutability,
and data provenance make it ideal for EMR
storage and management. It allows patients to
control how their data is shared, processed,
and used in accordance with the GDPR

[2,17]

Healthcare use cases

Blockchain is used in electronic medical
records, drug and pharmaceutical supply
chain management, biomedical research and
education, remote patient monitoring, and
health data analytics

[10, 16, 17]

Smart contracts

Blockchain paradigms like smart contracts
can automate and improve healthcare
applications

[18]

Tamper-resistant

Blockchain technology provides
tamper-resistant storage of medical data,
ensuring the integrity and authenticity of the
information

[7]

Decentralization and reliability

The decentralized nature of blockchain
enhances the reliability and robustness of
healthcare data management systems

[10]

Patient-centric data sharing

Blockchain allows providers, researchers,
and insurers to securely share patient-centric
data while ensuring patient consent. These
strengths show that blockchain technology
can solve healthcare data management and
security issues, creating more efficient and
patient-centered systems

[2,13]

Weaknesses

Details

Scalability

Distributing large amounts of health data on
the blockchain can be difficult. There are
proposals to store encrypted health data
“off-chain,” which may compromise
blockchain’s redundancy and data availability

[11]

Data management complexity

The complexity of managing healthcare data
on a blockchain, including issues related to
data storage, access control, and data
deletion, presents challenges in practical
implementation

[8,9]

User participation

Some patients, especially the elderly and
young, may not be interested or able to
actively manage their health data, which
could affect patient-centric blockchain
solutions

[2]

(continued)
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Table 1 (continued)
Strength Details References

Regulatory compliance Adhering to regulatory requirements, such as | [14]
GDPR, while using blockchain in healthcare

poses challenges, particularly in ensuring the
“right to be forgotten” and addressing privacy
concerns

Security and privacy risks While blockchain offers enhanced security, [14]
the use of permissioned blockchain and
rigorous security measures is necessary to
mitigate potential security threats and protect
patients’ privacy

Interoperability Ensuring interoperability between different | [21, 22]
blockchain platforms and existing healthcare
systems is a significant challenge that needs
to be addressed for seamless integration

8 Conclusion

This paper provides a concise analysis of the definition of blockchain technology and
its potential to enhance operational efficiency and security within various healthcare
departments. It highlights the ability of blockchain to ensure the seamless flow of
reliable data, enabling comprehensive flow tracking across departments. This paper
also addressed the transformative impact of blockchain technology on the health-
care industry, highlighting its significant value in enhancing patient outcomes and
prolonging their lives [21]. Nevertheless, the implementation of these technologies
necessitates substantial endeavors and stringent regulations due to the prevailing
reliance on traditional methods within the healthcare sectors and industries. In order
to effectively utilize blockchain technology, it is imperative to develop a distinct
platform that is specifically tailored to the healthcare sector, utilizing blockchain
technologies. In order to enhance the reliability, it is necessary to augment the quan-
tity of networks (ledgers) that impede unauthorized users from accessing the data
stored in the Blockchain (peer to peer). In order to enhance the proliferation of these
platforms, it is imperative to initiate efforts aimed at persuading institutions with
expertise in the healthcare sector to embrace these novel technologies. Nevertheless,
in order to incentivize this institution to adopt these technologies in their operations
and bear the expenses associated with implementation, they require advantages that
outweigh these costs. For instance, obtaining an international certificate can elevate
their institute’s ranking within the healthcare sector and foster a sense of safety
among individuals and patients, thereby providing them with a competitive edge.

The research orientation toward future research subjects are to investigates the
consequences of blockchain technology and it potential to reach an entirely new
level in the management of healthcare data, and it will alter the structure of this
industry dramatically.
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Table 2 The opportunities and threats of using blockchain technology in healthcare

Opportunities

Details

Electronic health records
(EHRs)

Blockchain technology can revolutionize the management
of patient electronic medical records, allowing for secure
and efficient access to patient data across different
healthcare providers

(32]

Drug supply chain
management

Blockchain can be utilized to enhance the transparency
and traceability of pharmaceutical supply chains,
reducing the risk of counterfeit drugs and improving
overall drug safety

[12]
[29]

Health insurance

Implementation of blockchain technology in health
insurance can streamline processes, reduce administrative
costs, and enhance the efficiency of insurance payment
systems through the use of smart contracts

[13]

Biomedical research

Blockchain has the potential to provide access to a large
pool of anonymized health data, which could be used for
personalized drug development and biomedical research

(28]

Public health

Blockchain technology can guide public health policies
by utilizing large pools of anonymized patient data,
allowing for more effective resource allocation and
improved population health management

[32]

Medical education

Blockchain can be used to store and track student
achievements, competencies, and educational records,
providing a comprehensive digital record system for
medical education participants

[29]

Threats

Details

Privacy concerns

While blockchain technology is designed to be secure and
private, there is still a risk of data breaches and
unauthorized access to sensitive patient information

(28]
(31]

High implementation and
maintenance costs

High cost of implementing and maintaining
blockchain-based systems. For healthcare organizations,
this can be a major financial threat, especially when
considering the need for specialized technical expertise
and infrastructure

[34]

High energy consumption

High energy consumption associated with some
consensus mechanisms, like proof of work (PoW). This
could be an environmental and operational threat,
particularly for large-scale healthcare systems that need to
be energy efficient

[34]

Acknowledgements The authors would like to express their sincere gratitude to An-Najah National
University for its continuous support and for providing an outstanding academic and research
environment that facilitated the completion of this chapter.

Declaration of Generative AI and Al-assisted technologies in the writing process Statement:
During the preparation of this work, the author(s) used QuillBot for assistance in proofreading
and enhancing the manuscript’s readability. Following the use of this tool, the author(s) accurately
reviewed and revised the content as necessary. The author(s) fully assumes responsibility for the
content of the publication.



Application of Blockchain Technology in Healthcare Management ... 131

References

10.

11.

12.

13.

14.

18.

19.

. Asmar, M., AI-Rob, I.A.A.: Application of artificial intelligence in business decision making:

insight from literature review. In: Hamdan, A. (ed.) Achieving Sustainable Business Through
Al, Technology Education and Computer Science: Volume 3: Business Sustainability and
Artificial Intelligence Applications, pp. 125-135. Springer Nature Switzerland, Cham (2024)
Krishnamachari, B., Faical, B.S., Ueyama, J.: A survey of Blockchain-based strategies for
healthcare. ACM Comput. Surv. 53(2), 1-27 (2021). https://doi.org/10.1145/3376915

Holbl, M., Kompara, M., Kamisali¢, A., Nemec Zlatolas, L.: A systematic review of the use
of Blockchain in healthcare. Symmetry. 10(10), 470 (2018). https://doi.org/10.3390/sym101
00470

Khujamatov, H., Akhmedov, N., L, A.: Blockchain adaptation in healthcare: SWOT analysis.
In: Proceedings of International Conference on Network Security and Blockchain Technology
(2022)

Bouhassoune, K., Goundar, S., Haqiq, A.: Blockchain for smart healthcare: a SWOT analysis
from the patient perspective. In: Intelligent Systems Design and Applications (2023)

Baas, J.: Scopus as a curated, high-quality bibliometric data source for academic research in
quantitative science studies. Quant. Sci. Stud., 377-386 (2020)

Bell, L., Buchanan, W.J., Cameron, J., Lo, O.: Applications of Blockchain within healthcare.
Blockchain Healthe Today. 1 (2018). https://doi.org/10.30953/bhty.v1.8

Yaqoob, I., Salah, K., Jayaraman, R., Al-Hammadi, Y.: Blockchain for healthcare data
management: opportunities, challenges, and future recommendations. Neural Comput. Applic
Reda, M., Kanga, D.B., Fatima, T., Azouazi, M.: Blockchain in health supply chain manage-
ment: state of art challenges and opportunities. Procedia Comput. Sci. 175, 706-709 (2020).
https://doi.org/10.1016/j.procs.2020.07.104

Saranya, R., Murugan, A.: A systematic review of enabling blockchain in healthcare system:
analysis, current status, challenges and future direction. Mater. Today Proc

Gordon, W.J., Catalini, C.: Blockchain technology for healthcare: facilitating the transition to
patient-driven interoperability. Comput. Struct. Biotechnol. J. 16, 224-230 (2018). https://doi.
org/10.1016/j.csbj.2018.06.003

Jayaraman, R., Salah, K., King, N.: Improving opportunities in healthcare supply chain
processes via the internet of things and Blockchain technology. Int. J. Healthc. Inf. Syst. Inform.
14(2), 49-65 (2019). https://doi.org/10.4018/1JHIS1.2019040104

Radanovi¢, 1., Liki¢, R.: Opportunities for use of Blockchain Technology in Medicine.
Appl. Health Econ. Health Policy. 16(5), 583-590 (2018). https://doi.org/10.1007/s40258-
018-0412-8

Haleem, A., Javaid, M., Singh, R.P., Suman, R., Rab, S.: Blockchain technology applications
in healthcare: an overview. Int. J. Intell. Netw. 2, 130-139 (2021). https://doi.org/10.1016/j.
1jin.2021.09.005

. Siyal, A.A., Junejo, A.Z., Zawish, M., Ahmed, K., Khalil, A., Soursou, G.: Applications of

Blockchain technology in medicine and healthcare: challenges and future perspectives
Clauson, K.A., Breeden, E.A., Davidson, C., Mackey, T.K.: Leveraging Blockchain technology
to enhance supply chain management in healthcare: an exploration of challenges and opportu-
nities in the health supply chain. Blockchain Healthc Today. (2018). https://doi.org/10.30953/
bhty.v1.20

Zaabar, B., Cheikhrouhou, O., Jamil, F., Ammi, M., Abid, M.: HealthBlock: a secure
blockchain-based healthcare data management system. Comput. Netw. 200, 108500 (2021).
https://doi.org/10.1016/j.comnet.2021.108500

Omar, I.A., Jayaraman, R., Debe, M.S., Salah, K., Yaqoob, 1., Omar, M.: Automating procure-
ment contracts in the healthcare supply chain using Blockchain smart contracts. IEEE Access.
9, 37397-37409 (2021). https://doi.org/10.1109/ACCESS.2021.3062471

Asmar, M., Tugan, A.: Integrating machine learning for sustaining cybersecurity in digital
banks. Heliyon. 10(17), 37571 (2024)



132 M. Asmar and Q. I. Tanbour

20. Asmar, M., Agel, B.Y.: Analysis of credit cards fraud detection: process and techniques
perspective. In: Alareeni, B.A.M., Elgedawy, . (eds.) Artificial Intelligence (AI) and Finance,
pp- 899-911. Springer Nature Switzerland, Cham (2023)

21. Efanov, D., Roschin, P.: The all-pervasiveness of the Blockchain technology. Procedia Comput.
Sci. 123, 116-121 (2018). https://doi.org/10.1016/j.procs.2018.01.019

22. Tian, H., He, J., Ding, Y.: Medical data management on Blockchain with privacy. J. Med. Syst.
43(2), 26 (2019). https://doi.org/10.1007/s10916-018-1144-x

23. Attaran, M.: Blockchain technology in healthcare: challenges and opportunities. Int. J. Healthc.
Manag. 15(1), 70-83 (2022). https://doi.org/10.1080/20479700.2020.1843887

24. Ogzercan, H.I., Ileri, A.M., Ayday, E., Alkan, C.: Realizing the potential of blockchain
technologies in genomics. Genome Res

25. Christo, M.S., Jesi, V.E., Priyadarsini, U., Anbarasu, V., Venugopal, H., Karuppiah, M.:
Ensuring improved security in medical data using ECC and Blockchain technology with edge
devices. Secur. Commun. Netw

26. Ratta, P, Kaur, A., Sharma, S., Shabaz, M., Dhiman, G.: Application of Blockchain and internet
of things in healthcare and medical sector: applications, challenges, and future perspectives. J.
Food Qual

27. Johari, R., Kumar, V., Gupta, K., Vidyarthi, D.P.. BLOSOM: BLOckchain technology for
security of medical records. ICT Express. 8(1), 56-60 (2022). https://doi.org/10.1016/j.icte.
2021.06.002

28. Healthcare Tech Letters (2024)—Al-Khasawneh—A secure blockchain framework for health-
care records management systems.pdf

29. Blockchain technology for integrating electronic records of digital healthcare system. J
Angiotherapy. 8(7), 1-11 (2024). https://doi.org/10.25163/angiotherapy.879740

30. Dhingra, S., Raut, R., Naik, K., Muduli, K.: Blockchain technology applications in healthcare
supply chains—a review. IEEE Access. 12, 11230-11257 (2024). https://doi.org/10.1109/ACC
ESS.2023.3348813

31. Toritsemogba Tosanbami Omaghomi, Oluwafunmi Adijat Elufioye, Jane Osareme Ogugua,
Andrew Ifesinachi Daraojimba, and Opeoluwa Akomolafe, Innovations in Hospital Manage-
ment: A Review

32. Hasselgren, A., Kralevska, K., Gligoroski, D., Pedersen, S.A., Faxvaag, A.: Blockchain in
healthcare and health sciences—a scoping review. Int. J. Med. Inform. 134, 104040

33. Sharma, A., Kaur, S., Singh, M.: A comprehensive review on Blockchain and internet of things
in healthcare. Trans Emerging Tel Tech

34. Rishiwal, V., Agarwal, U., Yadav, M., Alotaibi, A., Yadav, P., Tanwar, S.: Blockchain-secure
gaming environments: a comprehensive survey. IEEE Access. 12, 183466-183488 (2024).
https://doi.org/10.1109/ACCESS.2024.3510467




